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Installation pfsense

Installation de I'iso

Hetgate Installer - w1.8-RC

] Copyright and Distribution Notice
Copyright and Trademark Hotices.

Copyright(c) 2884-2016. Electric Sheep Fencing, LLC ("ESF").
All Rights Reserved.

Copyright(c) 2814-?824. Rubicon Communications, LLC d-b-a Hetgate
("Metgate™).
All Rights Reserved.

All logos, text, and content of ESF and-or Hetgate, including underlying
HTML code, designs, and graphics wsed and-sor depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and May not be used or reproduced Without the prior
express Written permission of ESF and-sor MHetgate.

"pfSense” is a registered trademark of ESF, exclusively licensed to
Netgate, and mMay not be used wWwithout the prior express written

[Accept] [Cancell

Netgate Installer - vl.B-RC

Helcome

Helcore to pfSenset?

Install pfSense

Rescue Shell Launch a shell for rescue operations

T ] (ndvanced Options] [ Cancel

Install pfSensze wWwith the selected configuration file




Netgate Installer - wi.H-RC

WAN Interface Assignment and Configuration

Please select the HAN interface.

| mOlerB BB :Hc:29:12:cc:32 (active)

[ 0K 1] [Cancel]l

Netgate Installer - w1.8-RC

HAN (ermHd) Hetwork Mode Setup

Ad just the network operation mode for the HWAN (emd)
interface if necessary.

roceed with the installation
M Interface Hode DHCP (client)

U ULAN Settings ULAN Tagging di=zabled

U Use local resolver false

[ DK ] [Cancell

Continue with the displayed =settings




Hetgate Installer - w1.8-RC

Active Subscription Validation |

To purchase pfSense Plus:
Software Store: https://WHW.netgate.com purchaze-plus
HDI: eceB fA14 dcd? 263f cHie

and select 'Retry Validation’ once purchase is complete.

Or select 'Install CE’ to install pfSense CE sofware.

This device does not have an active pfSense Plus subscription.

Install CE [fetry Validationl]

Hetgate Installer - wl.H-RC

ZFS Uirtual Device Type Configuration

Select the ZFS Virtual Device configuration
type.

Stripe — No Redundancy

[ OR 1| [Cancel]

[1+ Disks]l Striping provides maxirmum storage but no redundancy




Hetgate Installer - wi1.8-RC

] Disk Selection |

Select the disk(s) for software installation.

| aA@?AG <UMmware, UMware Virtual 5>

[ DR 1 [Cancell

Installation Details

Updating pfSense-core repository catalogue...

Fetching meta.conf: . done
Fetching data.pkg: . done
Processing entries: . done

pfSenze-core repository update completed. 4 packages processed.
Updating pfSense repository catalogue...

Fetching meta.conf: . done

Fetching data.pkg: .......... done
Processing entries:

Processing entries............. done

pfSenze repository update completed. 541 packages processed.
All repositories are up to date.
The following 1 package(s) wWwill be affected (of B checked):

Henw packages to be INSTALLED:
pkg: 1.21.3 4 [pfSensel

NHumber of packages to be installed: 1

The process Will require 46 MiB mMore space.
17 HiB to be downloaded.







Generating RRD graphs..._ done.

Starting syslog...done.

Starting CRON... done.

pfSense 2.8.8-BETA amd64 28258418-8B859
Bootup complete

FreeBSD-/amd64 (pfSense.home.arpa) (ttyvl)

UMnare Virtual Machine - Netgate Device ID: eceBfB14dcd?263fc588

=xx llelcome to pfSense 2.8.8-BETA (amdG64)

on pfSense ===

HAN (wan) -> emB -> v4-DHCP4: 192.168.133.149-24

Logout ~ Disconnect 33H 9)
Assign Interfaces 1a)
Set interface(s) IP address 11)
Reset admin account and password 12)
Reset to factory defaults 13)
Reboot system 14)
Halt system 15)
Ping host 16)
Shell

Enter an option: [

pfTop

Filter Logs

Restart GUI

PHP =shell + pf3ense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM




Virtual Machine Settings

Hardware Options

Device

E=IMemory
Processors
[—\Hard Disk (SCSI)
€D/DVD (IDE)
2 Network Adapter

Summary

1GB

1

20GB

Using file G:\ISO\PFSENSE.iso
Custom (VMnet8)

USB Controller Present
c}i Sound Card Auto detect
[lpisplay Auto detect
Add... Remove

Device status
Connected
a Connect at power on

Connection

© use physical drive:

Auto detect ~
() Use 150 image file:
G:\ISO\PFSENSE.is0 Browse...
Advanced...

Ok Cancel Help




Hardware Options

Device status

Device Summary
Memary 1GB Connected
Processors 1 Connect at power on
Hard Disk (SCSI) 20 GB
CD/DVD (IDE) Auto detect Metwork connection
Network Adapter Custorn (VMnet8) () Bridged: Connected directly to the physical network
Network Adapter 2 LAN Segment Replicate physical network connection state
Network Adapter 3 LAN Segment
USB Controller Prasent NAT: Used to share the host's IP address
Sound Card Auto detect Host-only: A private network shared with the host
Display Auto detect © custom: Specific virtual network
VMnet8 (NAT) v
':: ) LAN segment:
LAN Segments...  Advanced...
Add...
OK Cancel Help

say no here and use the webConfigurator to configure ULANs later, if required.
Should VULANs be set up now [yinl? n

If the names of the interfaces are not known, auto-detecti can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface name or 'a’ for auto-detection
(emd eMl eM2 or a): enB

Enter the LAN interface name or 'a’ for auto-detection
NOTE: this enables full Firewalling/NAT mode.
(eml eM2 a or nothing if finished): eml

Enter the Optional 1 interface name or 'a’ for auto-detect
(em2 a or nothing if finished): em2

The interfaces wWill be assigned as follows:
WAN -> emB

LAN -> eml
PT1 -> em2

Do you want to proceed [yinl? ]




configuration du LAN et WAN

7) Ping host 16) Restart PHP-FPHM
8) Shell

Enter an option: 2

Available interfaces:

1 - UAN (emB - dhcp)

2 - LAN (enl)

3 - OPT1 (em2)

Enter the number of the interface you wish to configure: 2

Configure IPv4 address LAN interface wia DHCP? (ysmn) n

Enter the new LAN IPv4 address. Press <ENTER> for none:
» 192.168.1.1

Subnet mMasks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPv4 subnet bit count (1 to 32):
> 24]]

Configure IPvd4 address LAN interface wia DHCP? (ysm) n

Enter the new LAN [IPvd address. Press <ENTER> for none:
» 192.168.1.1

Subnet masks are entered as bit counts (as in CIDR notation) in pf3Sense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPvd subnet hit count (1 to 32):
» 24

For a WAN, enter the new LAN IPw4 upstream gateway address.
For a LAN, press <{ENTER> for none:
>

Configure IPv6 address LAM interface wia DHCPG? (ysm) n

Enter the new LAN IPvb address. Press <ENTER> for none:
>

Do you want to enable the DHCP serwver on LAN? (y/n) y
Enter the start address of the [Puvd client address range: 192.168.1.18
Enter the end address of the IPvd4 client address range: 192.168.1.188]




Virtual Machine Settings X
Hardware options
Device Surmmary Device status
Memory 8GB Lannects
Processors 4 Connect at power on
Hard Disk (SCSI) 25 GB
CD/DVD (SATA) Using file C:\Users\33766\Do... Hetwork connection
Network Adapter NAT f () Bridged: Connected directly to the physical network
UsB Controller Present Replicate physical network connection state
Sound Card Auto detect ~
Display Auto detect (C)NAT: Used to share the host's TP address
() Host-only: A private network shared with the host
() custom: Specific virtual network
© LAN segment:
LAN ~
LAN Segments...  Advanced...
Add...
L [ ok ] cancel Help

Starting CRON... done.
pfSense 2.8.8-BETA amdG64 28258418-8859
Bootup complete

FreeB5D-amdb64 (pfSenze.home.arpal (ttyvB)
UMiware UVirtuwual Machine - Metgate Dewice ID: 7185fccflf3eBd?a778b
=xx% |llelcome to pfSenze 2.8.B-BETA (amd64) on pfSensze ===

HAH (wan) -»> emd -> v4-/0HCP4: 192.168.133.149-24
LAN (lan) -> eml —-> vd: 192.168.1.1-24
OPT1 (optl) -> emZ ->

B) Logout ~ Disconnect SSH 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 113 Restart GUI

3) Rezet adMmin account and password 123 PHP shell + pfSense tools

4) Rezet to factory defaults 13) Update from console

51 Reboot system 143 Enable Secure Shell (=shd)
6) Halt system 15) Restore recent configuration
7Y Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: |




Virtual Machine Settings

Hardware Options

Summary

8GB

a
[\ Hard Disk (NvMe) 70 GB
CD/DVD (SATA) Auto detect
2 Network Adapter NAT
@ USB Controller Present
<}) Sound Card Auto detect
[_Ipisplay Auto detect

Add... Remove

Device status
& connected
8 connect at power on

Network connection

() Bridged: Connected directly to the physical network
Replicate physical network connection state

() NAT: Used to share the host's T address

() Host-only: A private network shared with the host
() Custom: Specific virtual network

VMnet0

o LAN segment:

N

LAN Segments...

Advanced...

Help
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Accés a l'interface et configuration de la DMZ

< G © Nonsécurisé | https://192.168.1.1 as

w
a

fisense —

SIGN IN

SIGN IN

Step 2 of 9

General Information

Hostname

Domain

Primary DNS Server

Secondary DNS Server

Override DNS

On this screen the general pfSense parameters will be set.

Name of the firewall host, without demain part.
Examples: pfsense, firewall, edgefw

home.arpa

Domain name for the firewall.

Examples: home.arpa, example.com

Do not end the domain name with "local' as the final part (Top Level Domain, TLD). The 'local' TLD is widely used by mDNS (e.g. Avahi, Bonjour,
Rendezvous, Airprint, Airplay) and some Windows systems and networked devices. These will not network correctly if the router uses 'local’ as its TLD.

Alternatives such as 'home.arpa), local.lan’, or 'mylocal' are safe

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard

Allow DNS servers to be overridden by DHCP/PPP on WAN

12



WARNING:
The password for this account is insecure. Password is currently set to the default value (pfsense)
Change the password as soon as possible.

Wizard / pfSense Setup/ Configure LAN Interface (]

Step 5of 9

Configure LAN Interface

On this screen the Local Area Network information will be configured

LAN IP Address |hoz.168.1.1 |

Type dhep if this interface uses DHCP to obtain its IP address

Subnet Mask 24 v

Wizard / pfSense Setup/ Change admin Account Password (-]

Change admin Account Password

Change the password for the admin account.

This account is used to access the GUI, console (if protected), and SSH service (if enabled).

New admin Password

Confirm admin Password

e o

Step 9 of 9

Wizard completed.

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is one of the most important
things you can do to maintain the security of your network.

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services

User survey

Please help all the people involved in improving and expanding pfSense software by taking a moment to answer this short survey (all answers are
anonymous)

Anonymous User Survey

Useful resources.

« Learn more about Netgate's product line, services, and pfSense software from our website

« To learn about Netgate appliances and other offers, visit our store

« Become part of the pfSense community. Visit our forum

+ Subscribe to our newsletter for ongoing product information, software announcements and special offers.

13



General Configuration

Enable Enable interface

Description DMZ

Enter a description (name) for the interface here

IPv4 Configuration Type | Static IPv4 v|
None
IPv6 Configuration Type Static IPvd
DHCP
MAC Address PPP
PPPoE ce.
PPTP ank
MTU L2TP
If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances
MSS

Speed and Duplex

IPv4 Address

IPv4 Upstream gateway

Version

CPU Type

Hardware crypto
Kernel PTI

MDS Mitigation
Uptime

Current date/time

DNS server(s)

Last config
change

State table size

MBUF Usage

Load average

CPU usage

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and

minus 60 for IPv6 (TCP/IPv6 header size) will be in effect

Default (no preference, typically autoselect)

Explicitly set speed and duplex mede for this interface

WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced

Static IPv4 Configuration

192.168.2.1

MNone

/| 24 v

v =+ Add anew gateway

thn AL battan

Versicn: 6.00
Release Date: Thu Nov 12 2020
Boot Methed: BIOS

2.8.0-BETA (amd64)
built on Thu Apr 10 0:59:00 UTC 2025
FreeBSD 15.0-CURRENT

The system is on the latest version.

Version information updated at Mon Apr 14 8:35:42 UTC 2025
~

L=

12th Gen Intel(R) Core(TM) i5-12500H
AES-NI CPU Crypto: Yes (inactive)
QAT Crypto: No

Inactive
Enabled
Inactive
00 Hour 18 Minutes 13 Seconds
Mon Apr 14 8:53:12 UTC 2025
« 127.0.01
LI
+ 192.168.133.2

Mon Apr 14 8:46:18 UTC 2025

0% (18/96000) Show states

0% (2540/1000000)
0.72,0.70,0.54

]
3%

If you purchased your pfSense gateway firewall appliance from Neigate and elected
Community Support at the point of sale or installed pfSense on your own
hardware, you have access to various community support resources. This includes
the NETGATE RESOURCE LIBRARY

You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
Support subscription. We're always onl Our team is staffed 24x7x365 and
committed to delivering enterprise-class, worldwide support at a price point that is
more than competitive when compared to others in our space.

+ Upgrade Your Support + Community Support Resources

« Netgate Global Support FAQ + Official pfSense Training by Netgate

« Netgate Professional Services  » Visit Netgate.com

If you decide to purchase a Netgate Global TAC Support subscription, you
MUST have your Netgate Device ID (NDI) from your firewall in order to
validate support for this unit. Write down your NDI and store it in a safe place.
You can purchase TAC supports here.

(5]
Interfaces
&% WAN 4 1000baseT <full-duplex> 192.168.133.149
S LAN 4 1000baseT <full-duplex> 192.168.1.1
i DMZ 4 1000baseT <full-duplex= 192.168.2.1

14



Local Database)

FreeB5D-samd64 (pfSense.home.arpal) (ttyvB)
UMnare Virtual Machine - Netgate Dewvice ID: 7185fccflf3eBd7a?778b
=xx llelcoMe to pfSense 2.8.8-BETA (amdB64) on pfSense xx

HAN (wan) -> emd -> w4-DHCP4: 192.168.133.149-24
LAN (lan) -> eml -> wd: 192.168.1.1-24
DHZ (optl) -> em2 -> w4: 192.168.2.1-24

Logout ~ Disconnect 3SH 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart GUI

Reset admin account and password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: |JJ




